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Minimizing the impact of a data breach
requires good preparation and a proactive
response from employee benefit plans.
Important steps include developing and
practicing an incident response plan as well
as assembling the right team of experts.






our organization, like many

others, probably recognizes

the severe risk that a data

breach poses. No one wants
their employees’ or benefit plan par-
ticipants’ personal information to be
stolen. No one wants their computer
systems to be down, particularly dur-
ing critical times (and yes, threat actors
often lurk on systems until the moment
their attack will cause the most disrup-
tion). Certainly, no one wants to deal
with the regulatory and litigation head-
aches that can follow even the least in-
trusive breaches.

But, also like many others, your
organization may not have thought
about what to do if—or, more prag-
matically, when—a breach occurs. Even
the best laid plans to prevent a breach
sometimes fail but, with good prepa-
ration and a proactive response, you
increase the likelihood of containing a
breach or at least recovering as quickly
as possible.

Employee benefit plans are attractive
targets for hackers because they possess
a lot of sensitive information and may
have access to money. They also use a
variety of third-party service providers,
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which may make them more suscepti-
ble to attacks. Health care information
also has a high value on the dark web,
and some benefit plans may have lim-
ited in-house technical expertise.

This article will offer 12 steps you
should take before and during a data
breach to ensure the best possible out-
come for your employees and benefit
plan participants as well as the organi-
zation as a whole.

Prepare for a Breach

1. Establish an Incident
Response Plan

If youve developed an incident
response plan, you can respond by
seamlessly working through that plan
instead of responding to the discovery
of a breach as most people do (with
head-scratching and/or expletives).
Those procedures should be easy to fol-
low, define roles clearly and still leave
enough flexibility to address a con-
stantly evolving situation. You won't be
able to draft this plan overnight. You
should gather input from stakeholders
across your organization, identify the

employees or positions who will assist,

e Employee benefit plans are attractive targets for hackers because they possess a lot of
sensitive data, including health care information.

e (One of the first steps in preparing for a data breach is to develop an incident response plan,
which will outline procedures to follow and clearly define roles.

e Benefit plans should consider purchasing a cyberinsurance policy and review coverage to
make sure they are aware of expense limit and coverage exclusions.

e Communication is a critical element to consider before and after a breach. Benefit plans
should prepare basic holding statements to have ready if a breach occurs. All communica-
tions should be carefully vetted before being sent.

e Following a breach, benefit plans should pay attention to the forensics data uncovered for
lessons on how to avoid similar attacks in the future.

benefits magazine may/june 2022

and gather any information that could
be useful during the breach (like the
contact information of your cyberli-
ability insurer and any experts you pre-
viously worked with). If you don’t know
where to begin, contact your cyberse-
curity insurer or an attorney, who can
help or provide a referral.

Recent cybersecurity guidance
from the Department of Labor sug-
gests that benefit plans develop a for-
mal, well-documented cybersecurity
program, including a business resil-
iency program that addresses incident

response.

2. Review Your Cyberinsurance
Policy—or Get One

First, make sure you have cyberin-
surance. Most general liability poli-
cies exclude cyber-related losses, so if
you don’'t have a specific cyberinsur-
ance policy, it is important to consider
whether you need to get one.

When
should consider issues such as how

reviewing coverage, you
quickly you will hit your policy limits
if you suffer a breach. With attorneys,
outside experts and reporting obliga-
tions among the many costs, this will
probably occur sooner than you expect.
Find out what types of expenses your
policy will cover and what it excludes.
It may cover the ransom the threat ac-
tors demand, but it may not reimburse
for the week-long business interruption
you suffered (or vice versa). Often, cy-
berinsurers will even connect you with
preapproved companies to help prepare
for or react to a breach, including fo-
rensic investigators and public relations
specialists. Some cyberinsurance poli-
cies cover a limited number of hours
for this kind of work, but some policy
holders fail to take advantage of it.



Another item to consider is whether you have met (and
sustained) compliance with any requirements imposed by
your policy. Given the ever-increasing risk of a data breach,
many cyberinsurers now require their clients to train their
staff and meet other conditions for coverage to be effective.

3. Identify Outside Experts, Including a Breach Coach

After determining that your cyberinsurance policy offers
the right amount of coverage and will work how and when
you want, you should work with your insurer to identify the
experts to call on in times of crisis. Among those experts, a
“breach coach” is perhaps the most important. This coach is
typically a lawyer who understands the life cycle of a breach
and can therefore help ensure you comply with all short- and
long-term obligations, such as notification requirements.
Other outside experts you may want to establish a relation-
ship with include information technology (IT) forensics/
recovery experts and notification providers. Many of these
third parties may even contract in advance so that they can
assist you immediately. This can cut hours or even days from
your response time in a situation where there often is not a
second to spare.

4. Practice, Practice, Practice

A good plan goes only so far and will be of little help if
you can't execute it. So, after your plan is in place and you
know who you expect to work with (both inside and out-
side of your organization), practice implementing the plan
as if responding to an actual incident. In the parlance of the
industry, this is called a tabletop exercise. Practicing your
response with one or two “tabletops” per year will identify
areas that can be improved and give the team a better idea of
what to expect when an incident occurs.

5. Map Your Data

To effectively respond to a data breach, you first need to
know what data is at risk. Data mapping is the process, often
conducted by in-house IT departments or outside vendors,
of identifying what data you have, where it resides on your
systems and how it is protected in each of those locations.
With that baseline information, it will be much easier to de-
termine which data may have been affected and the ultimate
nature of a system compromise, if any—which, in turn, can
have far-reaching implications on reporting and notification
obligations.

6. Know What to Say

Every incident differs, but almost all require employ-
ers and benefit plans to communicate with large audiences.
Sometimes, that means communicating internally with em-
ployees; in others, that means communicating with clients,
regulators and even the press. Although you can't predict ex-
actly what you will tell those people in the event of a breach,
there are often general themes to explain—and some topics
to avoid. Having basic holding statements already prepared
will cut down on the time preparing communications, allow-
ing you to better focus on the substance of the incident and
addressing it as quickly as possible.

Execute Your Plan if a Breach Occurs

7. Assemble Your Team Quickly

Commissioner Gordon had the “Bat Signal” Ron Burgun-
dy had a magical conch shell. Whatever means you decide to
use—and, let’s be honest, it’s probably going to be a boring
old phone call or email to a distribution list—your first step
is to call in your team. The internal team should include—at
a minimum—IT, risk management, legal, human resources
(HR), communications and other business representatives,
as applicable. Even if you aren’t certain that the situation is
a full-on, confirmed breach that is impacting all of your sys-
tems, it is better to err on the side of caution. An extra 30
minutes for your internal communications team or outside

forensic response team can make a world of difference.

8. ... But Communicate Carefully

Speed, of course, isn't everything, so you'll need to bal-
ance your speed with due care. Mindful, careful communi-
cations are not always intuitive in a breach situation, but a
few concepts based on the most basic questions—who, what,
when, where and how—can help put you in the right mind-
set to communicate internally or externally.

First, be careful what you say. Whether a “breach” oc-
curred is typically a legal determination. Exactly what is hap-
pening on your systems often can’t be stated with certainty
in the moment. When sending out your first communica-
tion, be accurate but succinct about what is going on: Your
IT team has identified suspicious network activity, or there’s
an ongoing cybersecurity incident that needs a response.
Leave any final determinations to the end, after the crisis has
passed and everyone can think more clearly and with a fuller
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record. This is particularly important for email traffic, which
often must be disclosed in litigation.

Second, be careful how you say it. If your email server
has been compromised, you might not be able to send an
email on your system. Regardless, you probably don’t want
to since the threat actor might be reading every word of
your response strategy. Identify an alternate method in
your recovery plan. Some organizations use devoted email
accounts on another server that are set up in advance,
which means their communications can take place on an
unaffected server without commingling work and personal
emails. Others agree that they will text each other or use
an encrypted messaging app. There is no “right” method of
communication here, and it could differ depending on the
nature of the breach. So, be flexible—while also being care-
ful—in what you choose.

Third, be careful about the other W’s: who, when and
where. Any communications beyond your response team
should be carefully vetted before being sent.

Who are you sending the communications to? An internal
group of employees is, of course, different than an external
group of media reporters.

When are you going to send the communication? You
don’t want to leave anyone—employees or clients—won-
dering what is going on and whether they’ve been affect-
ed. But, you also want to make sure that you are provid-
ing reliable information. Communicating too soon risks
giving out information that is bad—in two senses: It can
be both unreliable and potentially more detrimental to
you than is actually the case—and you may have to re-
tract later, making it seem like you’re providing inconsis-
tent answers.

Finally, where are you going to publish the communica-
tion? Again, there are many scenarios here, each with differ-
ent implications: a formal, statutorily required breach notice
vs. an organization-wide email; a message on your website

vs. a press release that you will highlight.

9. Maintain a Time Line

As study after study shows, memory is inherently fal-
lible—and even more so in a high-stress situation like a
breach. Don’t rely on your memory alone to reconstruct
your response efforts after the fact. Instead, maintain a time
line of exactly what you are doing and when you are doing
it. This will make later determinations and decisions, such



as whether there was actually a breach
and whether notifications are neces-

sary, much easier.

10. Preserve Evidence

The unfortunate reality is that a
breach is often followed by a dispute.
Affected individuals or companies may
sue. A regulator or law enforcement
agency may start an investigation. That
unfortunate reality will only get worse
if you destroyed the evidence—such
as emails, computer logs or that just-
mentioned time line—that plaintiffs,
a court or others will ask to see. Even
if destruction was inadvertent, per-
haps caused by an automatic purging
of files, it can still lead to more serious
problems later. Talk with a lawyer and
your IT team to issue and effectuate a
litigation hold, pause any automatic de-
letion processes or retention policies,
and back up other important items like
documents and logs.

11. Notify Your Cyberinsurance
Carrier

Remember all those benefits we list-
ed in suggesting you review your cyber-
insurance policy? None of those mean
anything if your insurer doesn’t know
about the incident. Make sure that you
include this notification in your inci-
dent response plan and remember to
make the call on time.

12. Listen to the Forensics

Whether it’s your own IT team or an
outside expert, pay close attention to
what they determine happened on your
system. The data they uncover is im-
portant for determining whether you
actually suffered a breach or were just a
target that successfully defended itself.
And that determination will ultimately

influence whether you report the inci-
dent. Beyond the immediate reporting
decision, though, understanding what
happened forensically will give you
and your team a better sense of how
to avoid the same type of attack in the
future. Incorporate any lessons learned
into your security plans, data defenses
and especially your incident response
plan.

Conclusion

Whether it's five, 12 or 50 items
long, no list could capture every pos-
sible suggestion or best practice, and
this one is no exception. Your ultimate
goal should be to avoid a breach en-
tirely, which entails enterprise-wide
cybersecurity training, good hiring

practices and tailored training for your
IT teams and employees who are most
likely to be targeted, as well as invest-
ment in your technological infrastruc-
ture.

An entirely separate list could be
written on that topic. And, even on
the specific topic of responding to the
worst-case scenario of a breach, others
may have entirely different ideas about
what should be on this list. The expanse
of best practices can be overwhelming
to consider, but focusing on the basics
of cybersecurity preparedness laid out
in this article is a great place to start.
With strong preparation and response,
you significantly increase your organi-
zation’s opportunity to contain and re-
cover from a breach. ®
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